Chapter 10:
Summary and Recommendations

This has been an assessment of a critical situation in the world of Acquisition.  This is the world of Information Technology Acquisition.  Our assessment starts with a misunderstanding, that the Information Technology Acquisition is somehow a subset of Weapons Systems or Platform Acquisition.  This would be similar to saying that Information Technology Acquisition is a subset of Real Property Acquisition, or the early tension between Computer Hardware and its Embedded Software.  As the world of IT has progressed, we found that Hardware became more accommodating and generic; and then Software needs began to drive hardware requirements.  But throughout our investigation, we need a Systems Engineering approach to this subject area, and  from the view of the investigators must first recognize that these two areas of Computation exist to support each other, but one area the Hardware area  remains more visible and thus more understood than the other Software.  Once separating these two; our focus has been on the Software development, and the acquisition of this powerful driver of our systems and our society. 
On this discovery came another, and that is that wherein the combined outcome was dominated by the hardware application, whether it was a Industrial Machine, a printing press, or an advanced weapons, space,  or sensor system,  there is an established mechanism for test and evaluation and ultimate implementation that has evolved over many generations of acquisition professionals.  Because the Hardware dominant system has a specific mission to perform, the designers, testers and ultimately the users work in parallel to conform to that mission requirement.  In essence, Information Technology Procurements that are an embedded part of a hardware system accrue advocates for success as the system moves closer to the using community.  This doesn’t mean that the development is not fraught with problems, but that the resolution can be seen as a decreasing variance around a converging path to mission success.  Rigorous Configuration control and evolution to meet user expectation become an area of overlap with Information Technology Acquisitions supporting organizational development; but as has been seen in the body of this report, the impact on the culture of the organization drives totally different behavior in testers and users; and needs a very different address.
One of our major findings coming from our investigation of Information Technology Acquisitions is that our focus needs to segment the Information Technology Acquisitions into those supporting Hardware dominant outcomes; and those that support Organizational dominant outcomes.  For in Organizational Dominant Outcomes, as the system matures and becomes more visible to the user, there is greater worry about personnel and thus personal impact; and these concerns are in turn communicated to the testers, and many times attempted to be accommodated by the developers.  As the readers journey through the volume illustrates, this requires a different approach, more rigorous. This requires a greater dedication of leadership, at the same time, Requirements flowdown in a disciplined way to meet visionary expectations, followed by a tailored configuration control and management mechanism to be flexible at the project start and inflexible at the project end point are in tension with user expectations.  Yet we find the best implementations are quite rigid, and require dedicated training to convert the using community to change their methods, and truly extract the maximum payback from the new Information Technology system.   Because the expected outcome from the Acquisition is that it will support a change in the way that the organization will conduct its business, it necessarily falls to the organization leadership to become one with the vision and goals. This leadership then must progressively become more directive, and disciplined in implementing the new system. All the while communicating successes, and managing and supporting the Project Team that is doing the day to day design, development, and training for the new system. So there’s lot’s of results to pass on to you.  The team that conducted this research was from both Government and Industry, brought together under the banner of the Interoperability Clearinghouse. Together we hope it is helpful in driving understanding and perhaps a better approach to Information Technology Acquisition.  Our team continues to see this area of acquisition as the ne to watch as society continues to discover better ways to use technology, and information to better serve their customers, their organizations, and conduct their own business in the future.
 These are the findings and recommendations that came to the surface and needed to be highlighted beyond their chapter descriptions:

1) CHANGE: IT Acquisitions (excluding Weapon Systems imbedded IT), drives very different architecture and acquisition approaches, cultures and processes, requiring an adaptation needed to drive change and manage risk. 

2) LEADERSHIP:  IT is a transformational technology, that creates more distracters than advocates, it requires much greater Leadership support, accountability, and authority to be effective. This was the intent of the Clinger Cohen Act. Good policy, poor implementation.  Leadership must be engaged, and drive cultural, process and technology changes.  

3) OVERSIGHT: Congress and Agency leadership must codify and re-certify program vision, architecture and outcomes through the entire lifecycle, especially when leadership/PM changes occur.  Senior leadership attention and commitment to success must come from the top and be driven all the way down to every stake holder and value chain partner.

4) WORKFORCE: IT requires additional disciplines and skills often not present. The work force must be bolstered in a significant way, ensuring qualified and EXPERIENCED staff who are encouraged to understand the technology domains they are supporting.   FAI, DAU and NDU should build out their current programs to not only train, but mentor Acquisition PMs to make sure they are vested in the success of the program. Failure risk mitigation must trump process rigidity.  

5) PROCESS; (ARCHITECTURE, ACQUSITION & METRICS): PMs must solidify, validate and propagate an actionable/measurable Solution Architecture and Acquisition Strategy that freezing requirements, approach and measurable outcomes.  CCA directs agencies to streamline the IT Acquisition Process.  A standardized IT Acquisition Playbook, Training Program and Process guide is needed that addresses the unique challenges of the fast paced IT market.  Vague requirements and statements of objectives do not work for IT.   Every stake holder and value chain participant should sign off on the required interfaces, business process changes and willingness to live with the 80% solutions.   Program/Solution Architecture that does not model Excepted Outcomes,  Performance Metrics and SLAs will not survive. Leadership driven Business Process Re-engineering is a critical success factor and must be part of the lifecycle process in order to achieve desired efficiencies and outcomes.   Rice Bowls and Legacy Systems must be targeted.     

6) ROLES & RESPONSIBILITIES: With so many participants involved in an IT program, agency acquisition strategy must clarify roles and responsibilities of all participants, seeking to optimize contributions and buy in from the entire value chain.  This includes "contracts" with users, overseers, CIOs, CMOs, CPOs, Congress, standards bodies, FFRDCs, non-profits, COTS/Open Source developers and Systems Integrators.  Entry/Exit criteria must be established up front to set expectations and time lines.

Organization: This roadmap has been organized in four segments, meant to provide the reader with in depth discussion around topics that resulted in the  the findings and recommendations. 

Part One: Consists of Chapters 2, 3, and 4 and delves into Acquisition Policy and Process.  Chapter two looks at the many laws that govern the acquisition community and asks how Government can move towards real Capability Based Acquisition?  It looks hard at the Federal CIO council, and its role in strengthening the President’s directive with regards to Non-Profits; and the impact on Small Business Innovative research. It seeks to understand why the E-Gov Act fell short of its aspirations; and speculates on the talent that the government brings to bear as problems develop.

Chapter three worries about escalating IT program failure rates, the impact of the Clinger Cohen Law; with its request for reliance on commercial solutions; and the reported death of innovation in Government IT concepts. It looks into a future laden with change in technology, pushing architectural reform. 

Chapter four looks into the incentive and reward system surrounding IT. Recognizing that IT solution are now very embedded in the American way of war, the successful systems that bypass the longer and more involved process of acquisition may be the norm, not the exception.  With Cloud computing, and the existence of Service oriented Architecture, perhaps the real innovators minimize the development and cost cycle seeking to reuse ‘shelf ware’ wherever possible

Part Two: Consists of Chapters 5 and 6 Opens Systems Architecture. Chapter five looks at attempts to maximize standards, and the innovations available in the market; and the internal processes that may frustrate that pursuit.  With Open Source having the ability to drive down the cost and reduce the need for custom development; the need for leadership to accept what the market offers, in lieu of demanding custom solutions to satisfy workers fearing change is hugely important. 

Chapter six looks at the serious issue of requirements over specification that eliminates much needed innovation in its specificity, and therefore undermines COTS as well as Open Source because of minor mismatch and no appeal. Also; this chapter looks at the life cycle implications of custom versus open source Information Technology solutions.

Part Three: Consists of Chapters 7, 8, and 9 and addresses Acquisition Culture and Supply Chain Optimization.

Chapter Seven looks at the eco system and value chain with an eye toward supplier incentives. Addresses the President’s agenda; as well as the latest reports on Cyber Security as to how the supply chain is responding to these near term challenges. Asks where Value Stream Analysis and Lean Six Sigma concepts play roles within the public sector and IT acquisition.

Chapter eight addresses the cultural aspects; asking how the oversight and leadership can be vested in the success of the large systems, and what role they should have with respect to the Office of Management and Budget. Starting with the perceived purpose of IT acquisition, just what are the roles played by Leadership, oversight, and the Program Manager. What are some control documents that oversight and facilitator panels should look for?

Chapter Nine takes on both the testing that is required and the training that the IT acquisition professionals might need to provide a foundation for successful Information Technology acquisition.  The flaws that are presently in the system and ask what are the most prudent steps to correct these. It suggests that time spent on the architecture may be one of the most important periods, but speculates on the talent available to provide certification and design.

  Summary:  We hope you have absorbed throughout this roadmap  the impact of leadership and the role it plays in success of Organizational Dominant Information Technology acquisitions.. Many times leaders only play the role of oversight and while important, they need to be both oversight and facilitators. Questions surrounding the accreditation of the program managers, and the business process reengineering to design the new process that is the foundation of the concept for the IT system falls to the leader. Becoming the advocate for the system implies not day to day management, but insight and foreknowledge to communicate with the user community sometimes in support of the program manager, and sometimes supporting the users. Early on, the Office of Management and Budget should require the Change envisioned by organizational leadership which in turn is driving the need for the acquisition. This is the essence of Business process reengineering, but can be simplified by a description of expectation. Discerning what is available throughout the industry can prove daunting, and the system need something akin to a clearing house where whatever services and embedded functions can be satisfied within the presently developed or open source , and therefore do not require specification and requirements review might dramatically reduce the cost and time required for development. Culture will continue to be an issue, and Leadership pressure to implementation a requirement.  Testing and ease of use, which does not have to compete with user customization, can also be accommodated. As the system progresses towards implementation, the senior leaders in their reports to the OMB should include training requirements, and a reaffirmation of the original vision that resulted in the acquisition. In this way the organizational leadership retains ownership of the cultural change that will be needed. There are now very malleable human interface components that can be easily modified to suit the users. Standards for the interface can be addressed, and tested as well. 

 In this age of reform, the aspects of Information Technology should have a compatible, but tailorable solution and process. Emphasis on the function and utility are far better measures than detailed specifications and requirements which can inhibit available and open source solutions.  Oversight panels can well be councils to determine what the best solutions might be to satisfy a specific IT enterprise. They should require the Leadership to become the knowledgeable advocate; and be supportive of the program manager as they tailor the various regulations such as the DoD 5000. Information Technology solutions are more and more the backbone of our warfighting, business related systems, and logistics systems.  Also, the emphasis on transparency by the President will drive added requirements for IT solutions across the government making it more and more important to address IT Acquisition reform from a total basis, from concept through implementation to Life Cycle. We on the IT Acquisition Advisory Council hope this roadmap will provide the guideposts, and effective recommendations to bring these goals into focus for implementation.

